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DRILLS AND EXERCISE
GUIDANCE

7 CFR§331.11,9 CFR§ 121.11,42 CFR § 73.11 (Security)
7 CFR§331.12,9 CFR§ 121.12,42 CFR § 73.12 (Biosafety)
7 CFR§331.14,9CFR§121.14,42CFR§73.14

(Incident Response)

AUGUST 2017

Centers for Disease
Control and Prevention

Division of Select
Agents and Toxins

USDA Animal and Plant Health
Inspection Service (APHIS)

—
— Agricultural Select
Agent Program




3

SAFEGUARD

IOWA

A RTN RS H P -




Full-Scale Exercises
Functional Exercises -
Drills o

Tabletop Exercises

Workshops
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Tabletop Exercise
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Advantages of Tabletop Exercises

» Low stress environment
» Low cost

» Ongoing evaluation

» Facilitates group discussion of problem area

\



Tabletop Exercises are designed to

» Are discussion-based only and
do not involve deploying
equipment or other resources.

» Help an organization test a
hypothetical situation

» Evaluate a specific group’s
ability and readiness to work
together and respond to an
emergency
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http://www.flickr.com/photos/lumaxart/2181400330/
https://creativecommons.org/licenses/by-sa/3.0/

Goals of Tabletop Exercises

Test the plan:
e Does it work?
e Does it have the information users need?

S It realistic?

dentify weaknesses and determine how the
nlan can be improved to circumvent these and

pecome more complete.




Result of a Tabletop Exercise

» Can result in action plans for continued
Improvement.

» An after-action report is generated, identifying
weaknesses or creating new ideas to make
Improvements or strengthen plans. \

n

» All participants receive the same informatio
at the same time.




Drill

« Validate a single operation
or function of an agency

 Duration 2-4 hours

« Single agency and single
function
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Full-scale exercise is as close to the rea
thing as possible

on-location

using real equipment & personnel
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Debriefing and evaluation

Examples of points for evaluation:
 Was the incident correctly assessed?
 Were the correct resources used?
 Were all the necessary external services contacted?
 Were all the necessary internal services contacted?
 Were tasks properly divided?

 How was the collaboration?

* Did the participants contribute the correct information?
 What are the consequences of the decisions that were taken?
Do you know your own job and the tasks of others?
 Was the stress kept under control?

e Are the decisions that were taken clear to everyone?
* Was sufficient information asked and obtained?
 Were the correct priorities set

 Were the right security measures taken?

Exercises and drills
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LANL Select Agent Annual Exercises
Discussion of lessons learned

2008

® Reporting mechanisms and communication

® Current, complete contact information

® Two-way communication

® Availability of appropriate emergency spill kit
material

® Training on dealing with disgruntled workers

® PPE use during emergencies

A Los Alamos
NATIONAL LABORATORY




LANL Select Agent Annual Exercises

Discussion of lessons learned

2009
® Assembly areas roles and responsibilities
® Notifications

2010
® Alarm recognition
® Communication of hazard to adjacent workers and response per

® Facility personnel knowledge of activities
® Notifications

® Potential contaminations

® Involvement of coordinating agencies

A Los Alamos
NATIONAL LABORATORY
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