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3 XHE

The security and the privacy concems become more and more important as
health information move from paper to electronic data collection. This paper
argues that the issues are not only related to the information security hardwares
but also the professional ethics and the medical privacy consensus of the
informational workers in hospitals. This paper also argues that the development
of guiding privacy, confidentiality and security principles is necessary to help
balance of patients’ privacy interests against appropriate information access.

A national mail survey to hospitals’ staffs in patient record department aﬁd
information technicians was conducted. A total of 566 valid responses were
collected, with a response rate at 49.65%.

The results reported a significant difference of information security and
privacy concerns in various levels of hospital, where medical center hospitals
have adopted more computerized patient record information systems and have
shown a higher score on the total information security index. In general, most
respondents show a high score on professional ethics and reported a high
sensitivity on exposing patients’ medical records. However, respondents did
show inconsistency in responding exposure episodes. Our results suggest the
importance of establishing organizational guideline of information security as
well as developing security information management systems.  Several
technical recommendations, such as authentication, access control, audit trails,
and organizational recommendations, such as formal policy, committee,
education and training were suggested for medical information security and

medical privacy.



Keywords: Computerized Patient Record; Medical Information Security;
Information Privacy; Medical Professional Ethics; Informational Professional

Ethics.
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Haywood (1998) 22— %A MBAERZ L AEARNES - #H
&% 4 (BMA, British Medical Association) & 1996 % #5 % & K & L4%
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BAER T A LS RAME R EEME  REANER  £2
W BA R TR Fikeh#A], (the right to be left alone) - %%
NIRRT M BEA = © LAARABRE (Fundamental Rights
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3B E5#g (The Community-oriented Perspective) ©
— > AAMA R -

# A H #5725 (Fundamental Rights Perspective) ¥ 7& & #4 & —
FREEZNEME  PAERREIBEETTHBMBAZR A X
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CAEE SR

4 & ¥ %y#7 25(The Community-oriented Perspective)# & #&
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REBAZFHREEERFZIEIE - M UERERHE AR TR HIERE -

C.RRFI A B RVBaRE Lz IR R © B AR BN - MR TSRRENEY - WEAFRA
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HEAFUREMREHE =T @R B ER > BN EHEFE OECD 48 & R &

2,

u\-

REEIERAMTERAE NI 2%E ¥ > BUFREARH EM

HAE AR RE] o B IMEE R 1% 133 % Telecommunication Act of

HEEZRA - BRENAEGEHER R EE -
ARG ¢
EABR RS T E U sisa s - BAGRERIFIER - BIEF - 528 - WHAMRAEHEHIE
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B.gt & A AERIFE -
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REER AL - BRI REEHNEREREAREE - fMREEREF -
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a BATEREES TH ERMIMERNER - REEN - FARAE fp‘%ﬁfﬁﬂ’f% ay=t:ops]
i RN RAERIRR AR - fEREIHER] -
bAAFEEERLA TV HiEMEE E SEB - LNEHEATR 53R HEEAEBINLELE » L
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1996 T a9 % 222 4% "EP BEHERL, FRRAZECRFELA AF4H®
BEEHMBREEA MG EH (custom proprietary network information) &)
WEN - AT HEHEL EHER - BE - LAHKRR- (47USC
§ 222) R > 1999 # 8 B £ B & i@ L3Rk » # U.S. West Inc. v. FCC
o WETSEXFHNER CPNI BREFZBEEH - UBEREFHA
oy TeAsEA~E &, (optin) ZRE » EREBEEE —HMHER - BH
BB A o BERA CPNI s Al A MG B LB H %48 > FCC k4
%%%%qnmﬁﬁgﬁﬁﬁﬂ%%%ﬁ’ﬁﬁ%r%%ﬂ%J(WWW
) BF X B T RABEATAREEFRARNE HHFARMETHER
ERMBELZIHETHED BAAERAGLERAB AR SEREEH
AW EHLTRARHNEEZHBEATHFESEE LR LBRIGEH

PAREHEFAER BB AN B -

5 - #BAGANEERLT
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EREAMEKEY  FAAIXRE "HRERE ) Rkl - MAR

17



BHNELALLBREEREZYNANRAA T W FBB0 ERKMEAE
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Bt (OECD) » 1980 £rr4t i 698 A B MR EA KRR B At -
GRANEAXNBOERE - TEHREBATHRER ) 2> 7F
H3tw+ R NEAEATERE - RFEEEAMNFRTEEAMMA
FoRBRKEEOE  BATHZIMRE - AN EHMRIEN
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confidentiality ) - -&“-é'fi (security ) MR T &AM a4 2 sh ey —18
€& 8+ & - Buckovich ¥ A (1999) £ — B8 X Bk HFF K F
& #% £ B HIPAA (Health Portability and Accountability Act of 1996) 7%
% -~ DHHS (Department of Health and Human Services) % 2% ¥ %
PREREFHFERERNAL 1995 FRAMH T " THALE
#e L TAFIRGAE  Hoh ERAAMREES T HAERER
ISR R FHES AKX WERS  EXEEH -
FABRRA > AT gl ZOBEBRE o

— ~ (%44 (Privacy)

PR R ERA R L EERIFH T B LY TR HEA &
FUMABBERERAGHES - BLOHEE G EEZEH BN G T HE
AR REEMPEREEDTH - o TEAFHAER - 15
ZEBEUEBABREMN, - THEAAHAAEECHEREH
REHATRCEFRAESE - TERMGE ) FRAHTBNE
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— - #% (Confidentiality)
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BREMURERBROER T2 RENTRNEARS -
BEMEREREMBE ZHMERE
(=) REHRE
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(=) MAERE
KBEFRBERERERR EUMARARTHBREE )
WA BIRARRE  FERBLBOHRUBRZATHARR
R EM BB AREL  ERERMAER RS EHEREE LM
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% (Lo, etal, 1993) -
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ZEMRSEFENRMHBEBAEE » FEPUE A BT (

M
Gtk

access control) & LT R EX BT MY RLEME - AHREEH

BEHEMRENEE > e R eRBRER - IR F A KRR
B BN AR RAERSBEEYERTHORERARE - 24
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A -BERTABHN AR NEBEREAGEE
CBE2LAHNBREHOGE
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BEASHERL L RABHAT » AR ZATR 2] 28 B 51 494
Fo BB RaNn T A, AERRE BV A THKRER
RAEB WP - T RRSRITERA RIFGH EESHT
REEHBEAETHZELRBAREARE @ Bk 28 E -~ RIF
MEERENMALGHEEAZGE FHNBERTRED R
THER o
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Ml R e R R - Lo & Alpers (2000) 4t¥ £ RR L&
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#oURBESENBERENEALFRE  ARRBRTRARANEEZ

28 (do Bptd - 2% - RRAAF) CHBAMATERAFZHL

Y BEIAE FAFR B F IR ALE ¢ disclosure and use of information by entities °

23



o Lo & Alpers IR 6t » R EBREM T REE A LB AIRE
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DHHS ) & & &1t TR %4 %% 2+ 2] ( Automated Information
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EHOBRETR=MBRE R 23 BIEE - FERSKE - AT A & NIH
FH o RERALHGEHEEAE LER RGBT -

& EA#FE (low sensitivity) 9 B ERMREHRLER - ' 3L
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AR L M4E A3 HEAEZ2 (sampling frame) i 4734 o
- Rk
F-RIBRAELM
IR T RISy 0 AARERA o Rt pldatkey H X REIT 0 XK

BRE2d0 BRERAUEER=ZBFEASLYKRE > BHEETHL

¢ DA ERREET BF R SRR RE R BELE T - AT a T EEE  "REOR B SRR EE

34



100 RBRAL @ BRERETRABLBZARE » AFE 1067 k4
LA A 95%AE KB M 3%T AR ®RE - A MibiEIESR (sampling
frame) BATHE > RBBRBAEN TR KRELTRREREF O
BE—R BHRERAEBHLZERAS R WIBRANKTHL
ERAR=R S ARRBHEEECHBEFAMEE LS AL (MMl
EW) F(SEUHEEHRUL) - b (FEAUBERE 4%
M) R (REBER) WE RABRKBLABABERHETNULR
PRSI H AR ER B RHEEZT AR (BT R F
EB1X - 3EB1IE -RB1%) 'ERERIF (XESE - FE?2
X - BHE3IE - RE1R) 5 BRSS R (LB 25K +E& 25
@& 3B ERE 2 F) - ZAHRERASHREHN (L) 8§
AR LM Z b > LR R R FREZ — MK -
R -#BAEHAE#RS

FARERBELM LA AR LHRLETE  REFXBERNEAETFRAETE
HETREMEFZAAMEEEL  RAMTBEHHEERE  #£RR
%%&%ﬁﬁ%m%ﬂéﬁ%&&$ﬂ%1ﬁké’W%%%mﬁ%
HENRERARARAFREMN S - AHBRAEZBRE  AIRF

DA ZFNXAEEREARRAR I A ERY AR ERAET

35



el

5 - BB BET  ZABLELFNAGEEIERTR RS K
ZWEN o AREFREL =R HERUBREEERAEAE - ARE
RIBFHEEPRERT—RERUAMEE —Rfathd g -
MAERHEERAELE —hiathk A 100 FBI - B F4 985 k&
%o BRAAREINARBACHARE - B HARERIFEEL LB FYE o
-l sE BERER2EX (LEI1IEX -BE1R) ~HFTER
3Z (BBAF-FEIF - GESF) £ 155 kA - HaEasR
fﬁ%ﬁ%%—%%%ﬁﬁ:ﬁ$&%#%ummw
5= REXEAZ

GE R

MEZRBEAR B 8 0 54 R IR Z ST SUBK #1358 & AL A
RRBEDHTHRANERRAHLRETHAOBZRRIZRE -
R A AR L BAXME  URGXVEZDLEMEZER - AR S
AW F—HERPELHENREINN -BE - F5 - 28
SAUHE S F AT ERBBEEREMCRERT NELHIE
RSN EELHEHN —RERIAETE - REHE - BREE
BARRERELEEAGRLLE S RV ERIARITAEARFA I Ao

¥y —BmBERALRRREALSRATE R RBAEL

36



EAB R B EASIHIFAE  PIARTRAREL  EALEEREBRT
A 2 FBAMRAZERERI=W B ATAT8 (pretest) &) TA4F » £
AREAT AR 0 BRIBATR 2 RE e E REAR AN B E3T 0
MrEm BREBEHAEMAE

BER o AMARZSHHNEHEZZ—RERTAETH - TR/
- BAIEBARETAEERBRALROBEZH T A AEREALF N
EREE#% (Likert-scale) 5 o%k+ T¥RE, 4 0k7AE
D3 5&FRTRER, 245%&F "TREAE, ~ 1 &F TEERR
) RHELDEEBERMOEE -

A AT FEELYE EMNT 0 BHEAFAHNELE
SHENELRLMRN  Bbh THmmm LR Sy EENE B AR
B3t @A aRE (BEREFEGBRN GRS —F a7
NBEZRFEERERARANRELE ) F—FTEXTURAL KLY
BN EE) - AF XA Davis FAHNBLELHTHRER
B R T G &R -

AN-FEHAE

AFRRATHEFRALARERE ) HFARIT AREUNEFHHEK

PEZBRERMARESL  FHUAREFHRFLRBRL T ALARK

37



BAEFIZEFRBEA M ERBHRZDHFEHRELHEH B
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R R 410 419 4.43 4.47 3.57 411 4.45 4.45 3.89 4.44

kAR # A 4.08 4.05 4.26 422 3.72 4.05 4.26 422 3.52 410

2T AR A A 4.07 4.24 4.46 4.50 3.67 4.04 4.48 450 4.04 4,50
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(8 BATHEARMLASHEFATFZERII0MEA( &)
P TR GRS KR AR HilaM AR P 3EARRA A ¥
- BERE | SERE |HLAR | BERAR| B4 |[fTHAZR B | 4RRRaE) | KSR | ERE
| 3 4.20% 4.28% 451 454 3.69* 4.23* 454 452 3.98* 4.46
4 403 412 4.41 4.44 341 4.05 443 4.41 3.74 443
=X 25 /A F 3.95% 4,00* 432 4.40 3.29% 3.93* 439 433 3.57*% 437
26-30 & 4.00 410 444 4.46 3.29 4.03 4.48 4.43 3.79 4.43
31-40 & 416 423 448 4.46 3.64 419 4.47 447 3.96 4.48
41 HL b 414 423 4.4] 4.48 3.66 418 4.44 4.45 3.72 441

*p<0.01
EHRAR AMAE HEE
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A9 BBRMAZREFAYEL

BHINAERERT NG | ZABTHI R ER L

RE G4tk R# ERE A
B LR 221 50.0 222 50.8
e 50 113 46 10.5
EHA+E) ERIR L 43 9.7 42 9.6
LR EMN 33 7.5 32 73
Byra+s s g E4 20 45 22 5.0
Lho R EN+E LERSE 14 32 19 43
@J—_gﬁﬁ%ﬂzg F ot 14 3.2 12 27 .
PREECRETA 47 10.6 42 9.6
4 Fo 442 100% 437 100%

EHRR D ARALEHEE -
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100 RESRREALFHEATFRFEHI ISR
TR HR
A gtk FEBREHIARRRLDN ZRE AABBREMNIABEAZRE
% L& RE B—-irA( Bm|l—au FRATE Eaas E—7H( e~ LREe
KREWBREN) TH EwBEEN) FTAH
AB BH BHMAR 55.8 17.3 26.9 55.6 17.3 27.0
EEMAR 45.7 20.0 343 473 18.3 34.4
BR¥E & B2d .o 66.4 16.0 17.6* 65.8 16.2 17.9%
EHER 423 14.6 431 39.8 14.6 45.5
HE B 45.5 23.0 31.5 49.2 20.8 29.9
BAE FHITEAR 48.4 19.4 32.2 49.6 17.5 32.8
AREEAR 59.0 17.9 23.1 57.7 19.2 23.1
BHaEE AR 43.8 18.8 375 37.5 18.8 43.8
TERER 43.9 14.6 41.5 51.2 12.2 36.6
Ly =123 D& 545 15.6 29.9 53.7 14.0 323
& 473 21.2 31.5 48.9 20.9 30.2
XE 48.9 18.9 32.2 51.1 17.8 31.1
*+p<0.01

FHRR KRR MR,
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(10 BRMLRBEALHFATFZEHII»HE( &)

THEX
Atk FEBREHNIARRARDL N ZRE FABHBE MR OB EHZRE
% L& RS B— 74 B ERET G LRERE E—-i7H( Bre|l—fa LREE
RERBREN) ThH REFEEN) |ITH
ELaM A4 Bk #i 57.7 17.9 24.4 55.1 19.2 25.6
8 Aaff #H A 493 16.9 33.8 50.0 16.2 33.8
e Ak #H A 49.0 20.0 31.0 51.5 17.5 30.9
kA A 54.2 20.8 25.0 62.5 16.7 20.8
2 1 4ab #H 4 45.8 20.8 33.3 45.8 25.0 29.2
M 3] ) 57.0 16.0 27.0 545 18.1 31.8
4 48.4 19.4 323 50.1 16.2 29.3
XN 25 BT 46.7 18.7 34.6 44.8 21.0 34.3
26-30 & 51.0 17.6 31.4 51.5 17.8 307
31-40 & 56.6 20.0 23.4 58.0 16.8 25.2
41 HA 41.0 18.1 41.0 43.9 15.9 40.2

*p<0.01
FHRM R R AR
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1 2B BRBBREAALDHERAAR

R ¥ Bk (%)
PR IRAK A& A 1B AR 40 66.7
N=60 RIAEA B £ Bl 3R A 48R IR 9 15.0
A ANA AR~k 1 1.7
SRR R 2 33
S|AE(THIE 8 13.3
FEEAES ] 5 8.1
N=62 & 57 91.9
FERIRBOR BB 1 A & AR IE S 43 72.9
N=59 SR THIE 16 27.1
THBERE 1 R & WMF 11 19.0
N=59 145 X, 36 62.1
BAEATHIE 11 19.0
EHEAWNE 1A FINF 13 38.2
N=34 B4 X 16 47.1
#|ATATIRAE 5 14.7
T A& P 1 A kR HE@W% 42 77.8
N=54 Mm% 5 9.3
&&M%m' 7 13.0
A KAk A 4 6.6
N=61 # 57 93.4
sl IP srmesFF3% | & 0 0.0
N=61 £ 61 100.0
HERBR R IE %S |H 11 193
N=57 - 46 80.7
BE5mRBERInE %S |F 3 ' 53
N=57 & 54 94.7

BAHRR  ARRRMEE -
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211 29 BRERERRAHERLE (&)

R¥ Aotk (%)

CEER YN % EH5 29 51.8
N=56 B—-hR4amr 24 42.9

BAETH T HIE 3 5.4
A RANEF R H 19 333
N=57 & 38 66.7
WEAKRLKDHE " 18 31.6
N=57 & 39 68.4
BEERANZBE ] 4 7.0
N=57 & 53 93.0
BREM AR RN (F 17 29.8
N=57 & 40 70.2

AHRR  AARAHERE -
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%12 BB AT RS WEABRRE BRI IN Wk

tRI%

LRGSR

HE PR 3%

BABA AR AIAAR &K%

B AEAT

HE W M RER R

FREN &AIEM

% RIX HFEEA LAR - HR H#He #r | FHERIESR
AR WRR 3 BOR &
Ree B2y 4 0 0 0 0 2 2 0* 4 0
100.0 0.0 0.0 0.0 0.0 50.0 50.0 00 | 100.0 0.0
ERER 7 1 0 1 0 7 ] 0 8 1
77.8 11.1 0.0 11.1 0.0 87.5 125 0.0 89.8 11.1
WE B 29 8 1 8 8 33 2 7 31 15
61.7 17.0 2.1 2.1 17.0 78.6 4.8 16.7 67.4 326

*p<0.01

FHRR AMTE HERE
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212 BRBBREAREHEABRERI oW & ()

"B EEH FHMEEH KRB R R

N BRAH BeF X BET |FRMHE BHF X S0 |5 E6B6 ABELE BEM

% ik i BE—44% %
BmReg BE PO 0 3 0 2 2 0 3 1 0
0.0 100.0 0.0 50.0 50.0 0.0 75.0 25.0 0.0

B3 B 2 7 0 3 3 2 7 2 0

222 778 0.0 37.5 37.5 25.0 77.8 22.2 0.0

WE B 9 26 11 8 11 3 19 21 3

19.6 56.5 239 36.4 50.0 13.6 442 48.8 7.0

*p<0.01

EHRR AR EEHEE -
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AR BREBAETEMATIUERBREZI I oA (82

BZE AR BB R 455
N AR RANEF B[R ARTLRA|BBERANZERE| ARRAEE | #HERETH | A%H#BETH
% BB HAM
- 5 % % Z 5 % 3 % % d 5
B BEPO 4 0* 3 1* 2 2% 4 0% 1 2 0 3
100.0 0.0 75.0 250 50.0 50.0 100.0 0.0 333 66.7 00 100.0
ERER 3 3 3 3 0 6 2 4 1 6 1 6
50.0 50.0 50.0 50.0 0.0 100.0 333 66.7 143 85.7 143 85.7
HE B 12 35 12 11 2 45 11 36 9 37 2 45
25.5 74.5 25.5 74.5 43 957 234 76.6 19.6 80.4 43 95.7

*p<0.01

AHRE  ARATHER -




13 BREAZDHEHK

R Bath

VA K 54 RERE 3 4.2
N=72 AR JE B2 35 48.6
PHERE 19 26.4

o ERE 15 20.8

AMRR AFRAEMEE -

14 BREARHBABEREZ IR

N ZEER
% BERE |PRERY|THERY| BELD
BrEs BEE2Fo 0 0 3 1
0.0 0.0 75.0 25.0
EHER 0 4 3 4
0.0 36.4 27.3 36.4
WE B 3 31 13 10
5.3 54.4 22.8 17.5

AHRR  AAREMEE -
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